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ODTU YERLESKE YEREL ALAN AGLARI

ALCATEL 8800
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Yerleske Disi1 Baglantilari

-100 Mbps— @

Tilrk Telekom Uzerinden
2 Mbps

155 Mbps

5 Mbps

— 75 Ohm Bakir Kablo

Single Mode F/O Kablo

=  Multi Mode F/O Kablo
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ODTU OMURGA SERVISLERI

* 55 kenar anahtar

* 116 adet sanal alan ag1
e Kablosuz alan agi

e [P-MAC Eslemeleri

* PC Sunucular uizerinde
— Sinir Yonlendirici (BGP, OSPF / F&G Ethernet,
ATM)
— Guvenlik :Stateful Firewall, IPS, Blackhole vb.
- Yuk Paylasim
— Web onbellekleme
* [pv6 baglantisi
* Yerleske Dis1 Baglantilarda QoS

* Multicast : Yerleske, ULAKNET



Ag ve Ag Guvenligi Yonetimi

* Bilgi toplama
* Bilgi isleme
* Raporlama/Y Onetim



Bilgi Toplama Yontemleri

e SNMP

snmpwalk

* Netflow
flow-tools : flow-capture

* Loglar
syslog
* Betikler
shell, perl, C, php



Bilgi Isleme Yéntemleri

* Hazir Programlar
- Mrtg
— Flow-tools
— Flowscan

e Betikler

— Saldir1 tespit ve korunma (intrusion detection and preven-
tion)

— Anormallik tespiti ve raporlanmasi (anomaly detection)

— Shell, Perl, C, PHP



Raporlama / Yonetim

e Trafik 1statistikler1, grafikler

* Monitor (sysmon, snips)

* Veritabani Uygulamalar1 (postgresql, mysql, php)
* E-posta
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Flowscan

1.) Top 50 Users ( according to last 5 minute)
2.) Top 50 Users ( according to last 3 hour)
3. ) Departments Overall

4.) Ports Overall

5. ) Ports Overall ( without http)

6. ) Protocols Overall

7. ) Dormitories

8. )

General Selectable List ( CUGrapher)
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rank

m Address

bits/sec in

bits/sec out

plktsisec in

pkts/sec out

flows/sec In

flows/sec ont

#1

al0202 che. metyedutr
144,122 162 95

4.4 B (9.0%)

354.9 k (0.4%)

374.7 (3.3%4)

2937 (2.2%)

113.3 1 (0.0%)

130.0 tn (0.0%)

#a

pold afs metu edutr
144.122.215.14

2 6 M (5.3%)

16.7 I (0.0%)

2817 (2.504)

43.2 (0.3%4)

706.7 m (0.1%)

8933 m (0.1%)

#3

likya general services metn edu tr
144.122.144 146

2.2 M (4.6%)

0.0 (0.0%)

187.8 (1.6%)

0.0 (0.0%)

3.3 m (0.0%)

0.0 (0.0%)

144 12271, 169

2.2 M (4.5%)

32,8k (0.0%)

196.9 (1.7%)

1009 (0,7%)

43.3 m (0.0%)

56.7 tn (0.0%)

#5

eftelya. coometu edutr
144 122 202 218

1.4 1L (2.9%)

253 k (0.0%)

135.1 (1.204)

70.8 (0.504)

633 m (0.0%)

20.0 m (0.0%)

#E

144.122.180.72

1.4 M (2.9%)

2.3 M (2.7%)

181.2 (1.6%4)

D483 (1.804)

783.3 m (0.1%)

803.3 m (0,1%)

#7

kmdeos general services metn. edu tr
144,122,144 148

1.4 B (2.8%)

79.4 1 (0.1%)

354.9 (3.1%4)

157.2 (1.2%4)

10.7 (1.2%)

10.2 (1.2%)

#a

aperd nic tr

144, 122.85.73

1.0 M (2.1%)

95.1k (0.1%)

112.5 (1.0%)

72.6 (0.5%)

60.0 m (0.0%)

76.7 tn (0.0%)

#3

biosc-176. bio metu. edutr
144 122 28.176

9746 k (2. 0%5)

511k (0.1%)

142.2 (1.2%4)

99,7 (0.7%)

1.6 (0.29)

1.6 (0.2%)

#10

144.122.58.237

950.1 k (1.9%)

13.7 I (0.0%)

87.5 (0.8%)

42.3 (0.3%)

816.7 m (0.1%)

46.7 tn (0.0%)

#11

odtuty. ceit.metu.edu.tr
144,122 56.15

863.2 k (1.8%)

14.7 M (17.1%)

982.0 (8.6%4)

1.6 k (12.1%)

1.6 (0.29%)

1.6 (0.2%)

#12

pogez eee metn edutr
144.122.166.252

8471k (1.7%)

221k (0.0%)

74.9 (0.7%)

50.4 (0.4%)

267 m (0.0%)

56.7 m (0.0%)

#13

w114 ir metu edu tr
144.122.13.114

844.3 k (1.7%)

17.4 & (0.0%)

72.0 (0.6%)

50.2 (0.4%)

213.3 m (0.0%)

213.3 m (0.0%)

#14

yusuf ceng metu. edu.tr
144 122.71.56

8304 k (1.7%)

37.4 k (0.0%)

71.4 (0.6%)

85.8 (0.6%)

123.3 m (0.0%)

126.7 tm (0.0%)

#15

pe9 pool metn edu tr
144 1225578

810.2 k (1.7%)

57.0 k (0.1%)

95.4 (0.8%)

56.9 (0.4%)

23.3 m (0.0%)

56.7 m (0.0%)

#16

kutup-7 wareless-wg metu. edutr
144 122 5.37

793.2 % (1.6%)

1.3 1 (1.5%)

175.7 (1.5%)

167.7 (1.2%%)

350.0 m (0.0%)

396.7 m (0.0%)

#17

1616 odiulent metu edu tr
44 199 A% 177

790.4 k (1.6%)

4.4 ¥ (0.0%)

66.5 (0.6%)

10,1 (0.1%)

90.0 m (0.0%)

116.7 tn (0.0%)
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Router: all
B 10001-15000 src + [l 10001 -15000 dst 9.8% oyt 9,9% In
B 1024-1025 src o+ W 1024-1025 dst hank Out  nank In
0 11163 st o+ [ 11163 dst hahx Out  nank In
B 11230 src + [l 41230 dst nanz out  nank In
O 11381 src + [0 11351 dst nank QUL hank In
B 12393 src + [ 1233 dst hanx Out  nank In
O 45004 -20000 sPc + [ 45004 20000 dst FoE Ut B, 3% In
0 1883 sk + [E 1883 dst hahik OUt  nan¥ In
B 20001 -30000 s+ [ 20001 -20000 dst 20, 8% out 12, 0% In
| src o+ M E7 dst 0, 0% Out 0, 0% In
B 2337 st + @ 2337 dst hahik OUt  nank In
B z0004-40000 sk + [ 20004 -40000 dst FoEE QUL 8, 4% In
O =0z& sk + [0 2028 dst nanik out  nan¥x In
[ z22762-227E9 s + [ 22768-327649 dst nan® QUL nanx In
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I Lna Sayfa | Weritabam Yedekle Cisco Bouter Formati
=

Isa Isim ve Soyisim | IP Adresi | KAC Adresi éTelefoni e-mektup
D E av ;.____.—_.__.____ _—- = —i :
S Mizamettin Yidiz | 144.122.112.10 | 00:80:ad76:60.d1 | 4730 | nyldiz@metn.edu.r

Sorumlu |
Bilgilen
(Yurt
Miadiirii)

DEGISECEK|[p |\{AC ADRESI [ISTM [SOYISIM [E-MEKTUP [0DA NO ISLEM|
KAYITLAR ' : ' '

EKLENECEK Tp MAC ADREST ISIM [SOVISTM [E-MEKTUP [ODA NO ISLEM |
KAYITLAR '

SILINECFR !E' IMAC ADREST ISIM |SOYISIM E-MEKTUP |ODA NO ISLEM 5
KAYITLAR : : ' '

KAPALI rp NIAC ADRESI ISIM [SOYISIM E-MEKTUP (ODA NO |I'[SLEM‘
KAYITLAR' '

s | P | MAC ADREST | ISTM ' SOYISIM | E-MEKTUP loDANO | ISLEM |
KAYITLAR . - .
14412211201 | 0050:8die1:08:5a | Abdullah Kogak obdullahkocak85@yahoo.com | 229 | KAYDIKARA | |

|-144_12£11‘212 |00023f5r429cf ;lit-lsuy'u itolgajnsugn.l@yahoo.com _241 | KAYDI KAPA | i
(14412211213 | 00:dd:10:008e:31 | Halil Torahim | £129185@metu. edu.tr 139 | _KAYDIKAPA | |

i 144_122112 _1-1 ;00105&?:4&3 | agr : i eec:ag;t'i@ya};oo.com 21 | KA DI AP | i
(14412211215 || 00:07d:e0:35:68 | KOMURCT | £130122@metu edu tr |26 | _KavDIKapa | | o
e 5_-._..__._..__.. — _ = T ; i -
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ODTU ARP BILGILERI SAYFASI

| GONDER | _sil |
IEIIDEI—2D2 viigls;lem Seciniz ] i|l lslem Yap I Sil I

Islem Seciniz

IF adreslerini listele

MAC adreslerini listele
IP-MAC eslemelerini listele

Cift IF adreslerini listele
Cift MAC adreslerini listele
@ - E@ ‘;3\ | httpe/fmilet. co.metu.edu b/~ conetfapdlistele. php

= @6 [C, - & x

ODTU ARP BILGILERI SAYFASI

| GONDER | _sil |

ITum Bolurnler vI|i|s|em Seciniz 'Ill lslem vap I Sl I

BIDB-202 Sanal Yerel Alan Agi,

Tum IP-MAC eslemeleri listesi

P MAC Bolum Tlk Tarih Son Tarih

144122 21 136 |00:00:21:50:d7:ba BIDEB-202 (Vlan Mo: 103 2004-12-01 12:00:00 (2004-12-01 12:00:00
144.122.202.1  |00:00:00:00:00:00 iB]IDB—202 (Wlan Ie: 107 |2004—12—02 13:20:00 |2005—01—27‘ 11:00:00

144 122.202.2  |00:00:00:00:00:00 iB]IDB-202 VMg~ 52 - & £ 7)) I._, hittp: //milet. oo metu edu i/~ conet/swiist listele. php
144 122 2023 |00:0d:29:54:7a:cl |BIDB-2CI2 4
144.122.202.4  |00:04:ac:16:04:41 BIDE-202 (V]
1441222024 |00:60:97bebb: 18 BIDB-202 (W]
144 152 2025 [00:00-00-00.00:00 !B]:DB—202 v iSWitch Seciniz _'_[i YLAMIn tanimli oldugu Switchler listele 5'

ODTU VLAN BILGILERIT SAYFASI

VEVA Islem Seciniz |
144.122.202.5  [00:04:2c:16:04:d1 [BIDB-202 (V1 [Vian 240 e TCAM | Switchis tenivi VLANIerilstale
] "/LANIn tanimli oldugu chleri listele

144.122.202.6  |00:00:00:00:00:00 BIDB-202 (V]
144.122.202.7  |00:00:00:00:00:00 [BIDB-202 (V1
1441222028 |00:00:00:00:00:00 !BJDB-202 (V1240 Nolu VLAN'in tanimli oldugu Ethernet Anahtarlar Listesi:
144.122.202.9  |00:00:00:00:00.00 BIDB-202 (V] [VLAN Tanimli Switch IP |

144.122.202.10 [00:00:00:00:00:00 BIDB-202 (V1 |240 / METUCARL [144.122.2.3

144.122.202.10 |00:90:96:22:dff4 | BIDB-202 (V1 !240=’I\ETUCAM 144.122.27

144122202 11 [00:02:394-ddba BIDB-202 (i 240/ METUCAM 144,122,259

144.122.202.11 |00:08:0d:36:£5:07 BIDB-202 (V1 PR B

o e A T R Tk s reh L Ty




Saldiri/Anormallik Tespit ve Engelleme

Bilgi toplama -> VT, binary — asci data

Betikler:
Log inceleme: Esik degerlerin asimi / Anormallikler
Raporlama: e-posta - Guivenlik Ekib1

Manuel miidahale: IP-MAC erisim engellenmesi
VT uizerinde sorunlu 1p adresinin yerinin tespiti
Bagli bulunan cihaz lizerinde kapatma kaydi girisi
[1gili kisiye veya sorumlusuna e-posta



Gy B - & ) R I._. hittp: A Al o et edu. trd ~ conet/closed,

@ G -8 x

giiMlenlik sayfds1

remote addr: 144.122.3.231
Welcome Suna Yilmaz

Duym

Ardele
YENI KAYIT EKLE KAYIT SIL KAYIT DETAYLARI ARSIVDE ARAMA ANA SAYFA Linkle:
B clge
24
Anti-vi
ODTU AG ERISIMI KISITLANAN IP'LER LISTESI gince

IP Adresi MAC Adresi

144,122 .20.53 0o,

144.122.20.13 00.0e.86.62.56.5¢C

T =
00.b = &

KAPATILMA - :
KISITLANMA SEBEBI TARIHI . GENEL BILGI NOTU
ez [w32/Korgo,
E&;u;/g\;ggg{mrgo, NS s Ransk) 10.01.2005/15:53 |W32/Sasser,
| W32/Sdbot
tjf I._, hittp:# Amilet. co.metu. edu. i/ ~cornet/clozed/k avitli/veni-k ayit-ekle. php

F @6 [T |- & x

Neletd:

&0

giiMenlik sayfdsi
00,4 z

YENI KAYIT EKLE KAYIT SIL KAYIT DETAYLARI _ARSIVDE ARAMA ANA SAYFA

1P
MAC

KAPATILMA
'SEBEBI

%KAPANMA TARIHI

[Teknik Yetkili
le-posta adresi

i.E—.Posta Atilsin mi?

[KAPATAN KISI

INOT (max 500 chr)

YENI KAPATMA KAYDI GIRISI

Girilen [P adresine karsilik gelen MAC adresleri asagidaki gibidir;
00:09:6b:74:89:8e
00:11:85:dc:4a:bB

,i144 [z . B | Fa

]nu fr s e :-i;:iba

|| Port Scan 'i

[27.07 200571131

|conet@metuedutr

i'I EVET vI

_|SunaYiImaz

[[port taramd

Gondar | =il |

Duyurular
Ardclar
Linklel
Bclgclcr
Anti-virls

giincCllemeler



Topoloji ve Donanim

* Yiksek disk kapasiteli, yuksek 1slemci giicui olan PC
LMS, NMS, VT

Yonetim
¢ Networku




Diger Calismalar

e [PS : Snort-inline / clam-av

alert fast.log:02/03-09:41:30.121644 [**][123:1:1] (spp_clamav) Virus Found:
Trojan.Downloader.JS.IstBar.A [**] {TCP} 216.127.33.119:80 -> 144.122.180.127:2358
alert fast.log:02/03-09:41:51.276687 [**][123:1:1] (spp_clamav) Virus Found:
Trojan.Downloader.JS.IstBar.A [**] {TCP} 216.127.33.119:80 -> 144.122.180.127:2358
alert fast.log:02/03-09:41:51.285532 [**][123:1:1] (spp_clamav) Virus Found:
Trojan.Downloader.JS.IstBar. A [**] {TCP} 155.223.2.22:80 -> 195.155.162.75:59599
alert fast.log:02/03-09:41:51.298423 [**][123:1:1] (spp_clamav) Virus Found:
Trojan.Downloader.JS.IstBar.A [**] {TCP} 64.12.202.217:80 -> 144.122.170.111:1163

e Statefull Firewall : ipfw / iptables

Servis ¢alistirmamasi gereken networkler; ataklar

e Trafik Sekillendirme (Traffic Shaping)

Kritik zamanlarda uygulama bazli yonetim: Kayaitlar, not girisleri

* Servis Kalites1 (QoS)

Uygulama bazli yonetim: http, multicast

* Web Onbellekleme : SQUID



Tesekkurler..

ODTU BIDB, Network Grubu
ccnet(@metu.edu
0312 21033 29 - 36

~
OpenOfficeorg

MULTI ROUTER TRAFFIC GRAPHER




