ODTU BIL NLIGI, 2007




/ _\\

GIRIS
Isletim Sistemi
e Kurulum kismi
e Guvenlik

e Cekirdek
e Log Tutma

Zebra veya Quagga

IDS — Snort

IDS - BASE

RRDTool ve LOG Tutma
Sistem Ayarlari

iptables - Ornek

SON



.

/

Isletim Sistemi

Ozgur yazilimlar
 Bedava mi?

e Kullanici tercihi.
« BSD tabanli
« Linux tabanli

e Netfilter Linux isletim sistemlerini on plana ¢ikarmakta.
« BSD cekirdegi 7. seviye istemiyor

BSD tabanli makine
e Calisma zamani 460 gun.
e Performansi gayet iyi.
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Isletim Sistemi

Linux igletim sistemi.

e Debian tabanli
. Isletim sisteminin en dGnemli noktasi ¢ekirdegi.
- Kisiye en kolay gelen dagitim secilmeli.
« Guncellemeleri takip eden bir dagitim olsa iyi olur ©

e Bir kopru olarak calistirdigimiz Linux tabanl bir IDS
cihazinin en son ¢alisma zamani yaklasik 410 gundu.

Kararli bir surum yakalandiktan sonra cihaza dokunma.

o |sletim sisteminde kullaniimayan ve kullaniimayacak
ozellikler icin isletim sistemi guncellenmemelidir.

» Mesela ¢ekirdekte bir sorun yoksa yeni ¢gekirdek c¢ikti diye
guncelleme yapilmamalidir.
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Isletim Sistemi

Kullanilan isletim sistemlerine ait web sayfalari takip
edilmelidir.

Kullanici listelerine uye olunmalidir. Aktif olarak katiimak
sart deqildir.
Guvenlik siteleri gunluk kontrol edilmelidir.

Guvenlik listelerine uye olunmalidir.


http://www.cisecurity.com/
http://www.nsa.gov/
http://www.microsoft.com/security
http://www.sans.org/
http://www.eeye.com/
http://www.securityfocus.com/
http://www.cert.org/
http://csirt.ulakbim.gov.tr/
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Isletim Sistemi — Kurulum

Kurulum i¢in kullanilacak cihazin tum donanimsal
ozellikleri bir yere not edilmelidir.

CPU, slot sayisi, tipleri ve hizlari, bellek, disk
kapasitesi, SCSI, ag karti ve tipleri gibi bilgiler
toplanmalidir.

Bu kartlarin Linux ile ilgili performans degerler;i
onceden arastiriimali. Sorunlu kartlar kullaniimamaili.

Isletim sistemi ile ilgili kurulum notlari okunmalidir.
Dagitima ozel notlar kesinlikle okunmalidir.
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Isletim Sistemi — Kurulum
Debian Etch.

CD’den veya hatta DVD’den kurmak artik cok kolay.
e Kurulum igin :
e Kurulum sadece BASE ile yapildi.
e Kurulum esnasinda kurulan cekirdek standarttir.

e Disk yapilandirmasi onemlidir.
- Loglama kendi Uzerinde olacaksa performans dusebilir.

e Kurulum esnasinda ag baglantisi saglanirsa kurulumun
hizlica guncellenmesi saglanir.

« Kaynak dosyalar guvenilir sitelerden saglanmalidir.
e Sifrenin en az on karakterli ve saglam olmasini oneririz.


http://www.debian.org/
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Isletim Sistemi — Kurulum

Sorun aninda ilk once basvurulacak kaynak:

Daha sonra;

Son olarak da ilgili dagitim sitelerine basvurulabilir.

Kurulum yapildiktan hemen sonra eger ag kablonuz bagl ise;
e # vi /etc/apt/sources.list
o #deb cdrom: ...... satiri comment’lenmelidir.
* Eger yok ise su satirlar eklenmelidir;
« deb http://ftp.tr.debian.org/debian/ etch main
« deb-src http://ftp.tr.debian.org/debian/ etch main
- deb http://security.debian.org/ etch/updates main contrib
« deb-src http://security.debian.org/ etch/updates main contrib

e Sonra “aptitude update” ve “uptitude upgrade” kullaniimalidir.



http://www.google.com.tr/
http://forum.ulak.net.tr/
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Isletim Sistemi — Glvenlik

Guvenligi sikilastirmak igin;
# iptables —A INPUT —i lo - ACCEPT
# iptables —A INPUT —m state --state INVALID —j DROP
# iptables —A INPUT —m state --state RELATED,ESTABLISHED —j ACCEPT
# iptables —A INPUT —) DROP
# iptables —A OUTPUT —j ACCEPT

/etc/hosts.allow ve /etc/hosts.deny dosyalari
iIslenmelidir. hosts.deny dosyasi “ALL:ALL" olmalidir.
‘s —ef” komutu ile calisan uygulamalar kontrol
edilmeli ve istenmeyen uygulamalari son verilmelidir.

* |pd genelde kullaniimiyor. “killall Ipd” ve “update-rc.d —f
Ipd remove”



Isletim Sistemi — Cekirdek

Cekirdek igin ilk once
Daha sonra kernel

# cd /usr/src/

# aptitude install ncftp

# ncftp ftp.tr.kernel.org

NCFTP 3.2.0 (Aug 05, 2006) by Mike Gleason (http://www.NcFTP.com/contact/).
Connecting to 144.122.144.146...

Middle East Technical University * Anonymous * FTP Server

Logging in...

Anonymous access granted, restrictions apply.

Logged in to ftp.tr.kernel.org.

ncftp / > cd pub

ncftp /pub > cd linux/

ncftp /pub/linux > cd kernel/

ncftp /pub/linux/kernel > cd v2.6

ncftp /pub/linux/kernel/v2.6 > Is - L*

-r--r--r-- 1ftp fip 0 Nov2922:11 LATEST-IS-2.6.19.2

ncftp /pub/linux/kernel/v2.6 > get linux-2.6.19.2.tar.bz2*

linux-2.6.19.2.tar.bz2: 40.75 MB 256.03 kB/s
linux-2.6.19.2.tar.bz2.sign: 248.00 B 25.86 kB/s

ncftp /pub/linux/kernel/v2.6 > bye

# gpg --keyserver wwwkeys.pgp.net --recv-keys 0x517DOFOE

# gpg --verify linux-2.6.19.2.tar.bz2.sign linux-2.6.19.2.tar.bz2

gpg: Signature made Wed 10 Jan 2007 05:21:53 PM EST using DSA key ID 517D0OFOE
opg: Good signature from "Linux Kernel Archives Verification Key <ftpadmin@kernel.org>"
Primary key fingerprint: C75D C40A 11D7 AF88 9981 ED5B C86B A06A 517D OFOE

kontrol edilmelidir.
adresinden cekilebilir.


http://www.kernel.org/
ftp://ftp.tr.kernel.org/

Isletim Sistemi — Cekirdek

# tar jxf linux-2.6.19.2.tar.bz2
#1n -s linux-2.6.19.2 linux

# cd linux

# less README

# make mrproper

Eger eski konfigliraston dosyaniz varsa .config olarak bunu kullanabilirsiniz.
# make oldconfig

Veya yeniden bagslamak igin;
# make menuconfig

Genelde kullanma ihtimalimiz olan ama su an igin kullanmayacagiz kisimlari mod(il olarak isaretlemede fayda vardir.
Sunlar igaretli olsa iyi olur:
Code maturity level options ---> [*] Prompt for development and/or incomplete code/drivers
Networking ---> Networking options --->
[*] Network packet filtering (replaces ipchains) --->
Core Netfilter Configuration --->
IP: Netfilter Configuration --->

Tamamini Modiil olarak isaretleyebiliriz. Ipvé ile ilgili bir sey yapmayacagiz. Kullanilmayan herseyi gegersiz
kilmakta yarar var.

QoS and/or fair queueing --->
Tamamini Modiil olarak isaretleyebiliriz.

Device Drivers ---> Network device support --->
ligili kartlari segebilirsiniz.
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Isletim Sistemi — Cekirdek
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Bundan sonra “make”, “make install”’ ve “make
modules_install” komutlarini ¢calistirmak yeterli olacaktir.

Eger grub kullaniyorsaniz “update-grub” komutunu
kullanmaniz gerekiyor demektir.

Her trlt kurulum bilgileri icin Internet yeterli gelmektedir.
NETFILTER

e Eger ektra ozellik istemiyorsak “aptitude install iptables” yeterli
olacaktir.

e ipset, ip2p ve I7-filter cok onemli ozelliklerdir.

e QoS ile cok guzel uygulamalar yapilabilmektedir.

« Kitap: Designing and Implementing Linux Firewalls and QoS
using netfilter, iproute2, NAT, and L7-filter, Lucian Gheorghe,
PACKT Publishing, Oct 2006.


http://www.netfilter.org/
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Isletim Sistemi — Log Tutma

Sistemdeki izleri takip etmek i¢in Cisco tarafindan
kullanilan Netflow kullanilacaktir.

Bu izleri toplamasi i¢in “fprobe” uygulamasi
kullanilacaktir.

“aptitude install fprobe-ng”

“/etc/default/fprobe” dosyasi icerisindeki INTERFACE ve
FLOW_ COLLECTOR parametreleri deqistirilir.

e INTERFACE=ethO
e FLOW_COLLECTOR="localhost:5555"
Gunluk verileri toplamak icin flow-tools kurulabilir.

Verileri cihaz uzerinde toplamamak ve merkezi bir sistem
olusturmak hem performans hem de guvenlik igin
onemlidir.



Zebra veya Quagga

Zebra, Quagga’nin atasi.
Pekgok boliumden olusur.

IPv6 ve IPv4 olarak ayrilir.

zebra uygulamasi kernel ile diger uygulamalar arasindaki iletisimi saglar. ilk dnce calistirimalidir.
ospfd, ripd, bgpd gibi uygulamalar cokc¢a kullaniimaktadir.
Sinir yonlendiricilerde bgpd genelde kullaniimaktadir.
Uygulamalarin varsayilan ¢alisma portlarini degistirmek iyi bir givenlik dnlemidir.
Kurulum igin
# aptitute install quagga
veya

# wget http://mww.quagga.net/download/quagga-0.99.6.tar.gz
# tar zxvf quagga-0.99.6.tar.gz

# cd quagga-0.99.6

# ./configure --disable-ipv6 --disable-ripd --disable-ripngd

# make

# make install

# cd /usr/local/etc/

Sistemi galigtirmak igin;

# /usr/local/sbin/zebra —d —P 4000
# lusr/local/sbin/ospfd —d —P 4001




Zebra veya Quagga

# less /usr/local/etc/ospfd.conf
|

# less /usr/locall/etc/zebra.conf

!

| Zebra configuration saved from vty
! 2007/04/06 10:06:34

!

hostname Router

password zebra

enable password zebra

log file /var/log/zebra.log

!

interface ethO

!

interface ethl

!

interface lo

!

access-list NOLOGIN permit 127.0.0.1/32

access-list NOLOGIN deny any
!

! @)
line vty ‘
access-class NOLOGIN

Guvenlik
icin
onemlidir.

| Zebra configuration saved from vty

| 2006/09/29 14:43:43

1

hostname Router-ospfd

password zebra

enable password zebra

log file /var/log/ospfd.log

]

interface ethO

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ospf-key
ip ospf hello-interval 30

ip ospf dead-interval 120

]

interface ethl

!

interface lo

!

router ospf

passive-interface ethl

network 10.1.0.0/24 area 0.0.0.0

1

access-list NOLOGIN permit 127.0.0.1/32
access-list NOLOGIN deny any

1

line vty

access-class NOLOGIN
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Zebra veya Quagga

« SNMP destegi de kurulum esnasinda verilebilir.

» Bu destek ile cihaza dogrudan ulasip istatistiksel
bilgiler alinabilir.

» Bu bilgiler rrdtool ile islenip grafiksel hale
donusturulebilir.

« Quagga veya Zebra sistemi “Cisco” komutlarina
cok benzemektedir.

Bu pekcok kullanim kolayligi saglamaktadir.
Cihazlar arasi geciste yardimci olmaktadir.
Yeniden egitim gerekmemektedir.


http://oss.oetiker.ch/rrdtool
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IDS — Snort

Yonlendirici cihazda IDS sisteminin bulunmasi yararli
olmaktadir.

e Ele gecirilmesi ¢cok buyuk bir sorundur.
INLINE ozelligi buyuk sistemlerde onerilmemektedir.
e Performans kaybi
e “Herseyi engelle, gerekli olanlara izin ver’
e Para/politika
Snort sistemi aptitute ile rahatlikla kurulabilmektedir.

o
adresindeki kurulum gercgekten ¢ok ideal.
« Sadece apache ile ilgili bir sorunla karsilasildi.
e snort.org sitesine uye olunmalidir.


http://www.snort.org/docs/setup_guides/deb-snort-howto.pdf
http://www.snort.org/docs/setup_guides/deb-snort-howto.pdf
http://www.snort.org/docs/setup_guides/deb-snort-howto.pdf
http://www.snort.org/docs/setup_guides/deb-snort-howto.pdf
http://www.snort.org/docs/setup_guides/deb-snort-howto.pdf

IDS — Snhort

# wget

# wget

# md5sum snort-2.6.1.2.tar.gz
22c448e25538cdf74c62abeb86aeacOa snort-2.6.1.2.tar.gz
# cat snort-2.6.1.2.tar.gz.md5
22c448e25538cdf74c62abeb86aeacOa snort-2.6.1.2.tar.gz
#

Daha sonra kural dosyalarini indirmek gerekiyor. Snort.org sitesinden kural dosyalarini indirebilmek igin
REGISTER olmaniz gerekmektedir.

# wget
# wget
# wget
# wget
# wget

# tar zxf snort-2.6.1.2.tar.gz

# cd snort-2.6.1.2

# less RELEASE.NOTES

# less doc/INSTALL

# ./configure --enable-dynamicplugin --enable-pthread
# make

# make install


http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz
http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz
http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz
http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz.md5
http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz.md5
http://www.snort.org/dl/current/snort-2.6.1.2.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-snapshot-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules-CURRENT.tar.gz.md5
http://www.bleedingsnort.com/bleeding.rules.tar.gz

IDS — Snhort

Sistemi test etmek icin;
# snort -evi eth0
Running in packet dump mode

--== |nitializing Snort ==--
Initializing Output Plugins!
Var 'any_ ADDRESS' defined, value len = 15 chars, value = 0.0.0.0/0.0.0.0
Var 'lo_ ADDRESS' defined, value len = 19 chars, value = 127.0.0.0/255.0.0.0
Verifying Preprocessor Configurations!

Initializing Network Interface ethO
Decoding Ethernet on interface ethO

--== |nitialization Complete ==--

w_ -*>Snort! <*-

0" )~ Version 2.6.1.2 (Build 34)

" By Martin Roesch & The Snort Team: http://www.snort.org/team.html
(C) Copyright 1998-2006 Sourcefire Inc., et al.

Not Using PCAP_FRAMES

01/22-03:30:58.187791 0:18:FE:78:2D:7C -> 0:11:85:C0:D7:97 type:0x800 len:0x86
144.122.3.141:22 -> 144.122.3.228:1046 TCP TTL:64 TOS:0x10 ID:34623 IpLen:20 DgmLen:120 DF
FAP** Seq: 0OXDOC5F09D Ack: OX5BA57B6E Win: OxF53C TcplLen: 20
=4=4=4=4=4=+=+=+=+=+=+=+=4=+=4=4=+=+=+=+=+=4=4=4=+=4=+=+=+=+=+=+4=4=4=+4=4+=+4+
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Sistemi kullanmadan énce snort.conf dosyasini ayarlamak gerekmektedir;
# vi snort.conf
var HOME_NET [10.1.1.0/24,192.168.1.0/24]

Genelde varsayilan tanimlar baslangig igin yeterli olmaktadir. Daha iyi bir ayarlama igin tavsiyemiz her
zamanki gibi kullanim klavuzunu ( ) okumak olacaktir;

Giinliigi nasil tutacaginiza karar vermeniz gerekecektir. Eskiden beri kullanilan en kolay yollardan biri;
output alert_fast: snort-alert-fast.log

Veya;

output database: log, mysql, user=root password=test dbname=db host=localhost

Tabii veritabani uygulamasi igin en basta uygulamayi derlerken (--with-mysql) opsiyonunu kullanmak
gerekir. Daha sonra MYSQL kurulu cihaz iizerinde;

# mysqgl SNORT -p < ./schemas/create_mysq|

Komutu uygulanir. Bu komut sayesinde snort’un kullanacagi tablolar olusturulur. “create_mysql” ve diger
dosyalar snort’'un kaynak dosyalarinin igerisindedir. Olusturulan snort.conf dosyasindaki iz dosyalari
irdelenmeli ve daha once de indirdigimiz dosyalarda g6z 6niinde bulundurulmalidir.

# snort -T -c /usr/local/etc/snort/snort.conf
Komutu ile de olusturulan dosyanin test edilmesi saglanir. Son olarak;
# snort -Dd -c /usr/local/etc/snort/snort.conf

Komutu ile snort’un arka planda calismasi saglanir. Giinliik bilgileri “/var/log/snort” gérmeye
baslayabilirsiniz. Tabii eger veritabani opsiyonu kullanmadi iseniz.


http://www.snort.org/docs/

/ T

IDS — Snort

Burada onemli olan nokta kurulumun tum olarak anlatilmadigi ve pek cok
ara basamagin atlandigidir. Mesela “/var/log/snort” katugu olmadigi igin
alinacak hata mesaiji i¢in bu kutuk olusturulmahdir (mkdir —p /var/log/snort).
Ayni sekilde kural dizini olmadigi hatasini aldiginiz zaman;

# mkdir —p /usr/local/snort/rules

# tar zxf snortrules-snapshot-CURRENT.tar.gz
# tar zxf Community-Rules-CURRENT.tar.gz
# tar zxf bleeding.rules.tar.gz

# cp rules/* /usr/local/snort/rules/

Boylece tum kural silsilesi tek bir kituk icerisine yerlestirilmis olacaktir.
Kurallarin otomatik guncellemesi icin
adresinden faydalanabilirsiniz.

e Kurulumu cok basit.
» Perl betiklerinden olusmaktadir.
e Community-Rules.tar.gz > Community-Rules-CURRENT.tar.gz


http://oinkmaster.sourceforge.net/

IDS — BASE

Google |G~ _IGD M.’D o W | %F Bookmarksw &9 61 blocked | W Check = % autolink = = Autofil |« Send o> A0 I Setti

unique listing Source IP Destination IP
unique listing Source IP Destination IP
unique listing Source IP Destination IP
any protocol TCP uppP ICMP
any protocol TCP uppP
any protocol TCP uppP
any protocol TCP uppP Search

any protocol TCP unpP Graph Alert Data
Graph Alert Detection Time

Queried on :

Database

Source Destination

- Most frequent 5 Unique Alerts

Sensors/Total: 1/ 1 Traffic Profile by Protocol
Unique Alerts: 840 TCP (65%)
e 22 |
Total Number of Alerts: 14232847
LDP {= 1%)

® Src [P addrs: 146973 |
¢ [Dest. IP addrs: 469692 ICMP (2%)
Unigue IP links 1021810

& Source Ports: 59346 .
© TCP { 59272) LDP { 1874) Partscan Traffic (33%)
Dest Ports: 63176
© TCP (63170) UDP (746)

Alert Group Maintenance | Cache & Status | User Preferences | Administration

|| [Loaded in O seconds] ||
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Google |G~

jGo *r@ @ @ ﬁ - | UF Bookmarksv 5181 blocked

n:? Check +

% Autolink = ‘-_, AutoFil @ Sendtow

@ Settings

Fe

asic ysis and Security Engine (BASE)

Added 32 alert(s) to the Alert cache

Queried on : Mon January 29, 2007 03:558 46

1P Criteria

Meta Criteria any

Layer 4 Criteria  none
Payload Criteria  any

any

Displaying alerts 1-18 of 18 total

[ Back ]

o o o i e o e e e e o e o e o e |

< Classification =
unclassified

misc-activity
trojan-activity
non-standard-protocol
policy-violation
protocol-command-decode
successful-recon-limited
web-application-activity
bad-unknown
attempted-recon
web-application-attack
suspicious-filename-detect
attempted-admin
denial-of-service
attempted-user
successful-dos
unusual-client-part-connection
shellcode-detect

= First =
2007-01-29 10:46:32

2007-01-29 10:46:32
2007-01-29 10:46:27
2007-01-29 10:46:44
2007-01-29 10:46:29
2007-01-29 10:46:33
2007-01-29 10:46:32
2007-01-29 10:46:17
2007-01-29 10:46:35
2007-01-29 10:46:35
2007-01-29 10:46:58
2007-01-29 10:51:37
2007-01-29 10:47:07
2007-01-29 10:46:23
2007-01-29 10:47:17
2007-01-29 10:47:13
2007-01-29 10:55:04
2007-01-29 10:55:22

< Last =
2007-01-29 10:58:56

2007-01-29 10:58:55
2007-01-29 10:58:56
2007-01-29 10:58:54
2007-01-29 10:58:56
2007-01-29 10:58:37
2007-01-29 10:58:54
2007-01-29 10:58:54
2007-01-28 10:57:57
2007-01-29 10:58:55
2007-01-29 10:58:40
2007-01-29 10:55:07
2007-01-29 10:58:23
2007-01-29 10:56:42
2007-01-29 10:58:18
2007-01-29 10:56:34
2007-01-28 10:58:42
2007-01-29 10:58:37

Alert Group Maintenance |

< Total # = < Sensor# = = Signature = = Source Address > < Dest. Address =
3812 (30%) 1 23 479 607
1342 (1%, 1 28 225 397
773 (B%) 1 3 79 135
842 (7%) 1 2 56 3
3697 (29%) 1 59 559 1211
56 (0%) 1 2 56 4
70 (19%) 1 6 39 18
1748 (14%) 1 7 192 35
56 (0%) 1 3 3 3
238 (2%) 1 12 41 57
47 [0%) 1 1 3 4
6 (0%) 1 2 3 5
25 (0%) 1 6 15 9
34 (0%) 1 2 11 9
4 {0%) 1 2 4 3
5 (%) 1 1 1 1
3 (%) 1 1 2 2
3 ({0%) 1 2 3 3
ACTION
I{ action } j | Selected | ALL on Screen |

Cache & Status | User Preferences | Ad
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RRDTool ve LOG Tutma

RRDTool esasen bir veritabani uygulamasi.
» Veri depolamak icin ideal bir arag.

e El ile kurulabilmekle beraber;
- aptitude install rrdtool

CACTI
e RRDTool kullanilarak olusturulmus bir sistem.
o Kurulumu ve igletimi kolay.
e Hizli veri toplama ve grafik imkani.


http://oss.oetiker.ch/rrdtool

RRDTool — Ornek

Ik dnce veri tabani olusturalim.

#!/bin/sh

cd /var/log/rrdtool/

if [ ! -f bandwith_eth0.rrd ]; then

rrdtool create bandwith_ethO.rrd --start N \
DS:inByte:COUNTER:600:U:U \
DS:outByte:COUNTER:600:U:U \
DS:inPKT:COUNTER:600:U:U \
DS:outPKT:COUNTER:600:U:U \
DS:inDrop:COUNTER:600:U:U \
DS:outDrop:COUNTER:600:U:U \
RRA:AVERAGE:0.5:1:105120 RRA:MAX:0.5:6:35040

fi

if [ ! -f bandwith_eth1.rrd ]; then

rrdtool create bandwith_ethl.rrd --start N \
DS:inByte:COUNTER:600:U:U \
DS:outByte:COUNTER:600:U:U \
DS:inPKT:COUNTER:600:U:U \
DS:outPKT:COUNTER:600:U:U \
DS:inDrop:COUNTER:600:U:U \
DS:outDrop: COUNTER:600:U:U \
RRA:AVERAGE:0.5:1:105120 RRA:MAX:0.5:6:35040

fi

if [ ! -f meminfo.rrd ]; then

rrdtool create meminfo.rrd --step 300 --start N \
DS:MemTotal:GAUGE:600:0:U \
DS:MemFree:GAUGE:600:0:U \
DS:Buffers:GAUGE:600:0:U \
DS:Cached:GAUGE:600:U:U \
DS:SwapCached:GAUGE:600:U:U \
DS:Active:GAUGE:600:U:U \
DS:Inactive:GAUGE:600:U:U \

fi

DS:HighTotal: GAUGE:600:U:U \
DS:HighFree:GAUGE:600:U:U \
DS:LowTotal: GAUGE:600:U:U \
DS:LowFree:GAUGE:600:U:U \
DS:SwapTotal:GAUGE:600:U:U \
DS:SwapFree:GAUGE:600:0:U \
DS:Dirty:GAUGE:600:0:100 \
DS:Writeback:GAUGE:600:0:100 \
DS:Mapped:GAUGE:600:0:100 \
DS:Slab:GAUGE:600:0:100 \
DS:CommitLimit: GAUGE:600:0:100 \
DS:Committed_AS:GAUGE:600:0:100 \
DS:PageTables:GAUGE:600:0:100 \
DS:VmallocTotal: GAUGE:600:0:100 \
DS:VmallocUsed:GAUGE:600:0:100 \
DS:VmallocChunk:GAUGE:600:0:100 \
RRA:AVERAGE:0.5:2:2000

if [ ! -f loadavg.rrd ]; then
rrdtool create loadavg.rrd --step 60 --start N \

fi
cd—

DS:Load1Min:GAUGE:60:0:U \
DS:Load5Min:GAUGE:60:0:U \
DS:Load15Min:GAUGE:60:0:U \
RRA:AVERAGE:0.5:1:86400
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RRDTool — Ornek

$outDrop="$interface_eth1[12]";

$tmp=(gx!$RRDUPDATE $DBPATH/bandwith_eth1.rrd
N:$inByte:$outByte:$inPKT:$outPKT:$inDrop:$outDrop

Arayuz bilgileri igin:

#!/usr/bin/perl -w

$RRDUPDATE="/usr/bin/rrdupdate";
$DBPATH="/var/log/rrdtool";

$values=(gx!/bin/cat /proc/net/dev!);
@values=split(\n/,$values);

# EthO icin;
@interface_ethO=split(AW+/,$values[3)]);
$inByte="$interface_eth0[2]";
$iNPKT="$interface_eth0[3]";
$inDrop="$interface_eth0[5]";
$outByte="$interface_eth0[10]";
$outPKT="Sinterface_eth0[11]";
$outDrop="$interface_eth0[12]";

$tmp=(gqx!$RRDUPDATE $DBPATH/bandwith_eth0.rrd
N:$inByte:$outByte:$inPKT:$outPKT:$inDrop:$outDrop
;

# Ethl icin;
@interface_eth1=split(A\W+/,$values[4]);
$inByte="$interface_eth1[2]";
$inPKT="$interface_eth1[3]";
$inDrop="$interface_eth1[5]";
$outByte="$interface_eth1[10]";
$outPKT="$interface_eth1[11]";

by
CPU YUk Durumu igin:

#/usr/bin/perl -w

$RRDUPDATE="/usr/bin/rrdupdate";
$DBPATH="fvar/log/rrdtool";

$values=(gx!/bin/cat /proc/loadavg!);

@value=split(/\ +/,$values);

$putit="N:" . $value[0] . ":" . $value[1] . ":" . $value[2];
$tmp=(gx!$RRDUPDATE $DBPATH/loadavg.rrd $putit !);

Hafiza bilgileri ile ilgili genel
istatistiksel bilgiler igin:

#!/usr/bin/perl -w

$RRDUPDATE="/usr/bin/rrdupdate”;

$DBPATH="/var/log/rrdtool";

$values=(gx!/bin/cat /proc/meminfo!);

@values=split(\n/,$values);

$putit = "N";

foreach (@values) {
@value=split(\W+/,$_);
$putit=$putit . ":" . "$value[1]";

}
$tmp=(qx!$RRDUPDATE $DBPATH/meminfo.rrd $putit !);



RRDTool — Ornek

Grafik ¢izdirmek igin:
#!/bin/sh

RRDTOOL="/ust/bin/rrdtool graph "
GRAPHS="/var/log/rrdtool/graph/new"

date="date +"%F %R"™
cd /var/log/rrdtool/

$RRDTOOL $GRAPHS/kampus-day.png --start -1d -w 600 -h 150 -v bps \
"DEF:in=bandwith_eth0.rrd:inByte:AVERAGE" "DEF:out=bandwith_eth0.rrd:outByte:AVERAGE" \
'CDEF:bin=in,8,* 'CDEF:bout=o0ut,8,*" \
'AREA:bout#00CCO00:Gelen Trafik ' 'LINE2:bin#000066:Giden Trafik: STACK \I' \
"COMMENT:\n"\

'GPRINT:bin:LAST:Anlik Giden \:%3.2If%sbps ' 'GPRINT:bin:AVERAGE:Ortalama Giden \:%3.2If%sbps '
'‘GPRINT:bin:MAX:Maksimum Giden \:%3.2If%sbps \I' \

'GPRINT:bout:LAST:Anlik Gelen \:%3.2[f%sbps' 'GPRINT:bout:AVERAGE:Ortalama Gelen \:%3.2[f%sbps'
'GPRINT:bout:MAX:Maksimum Gelen \:%3.2If%sbps \I' \

"COMMENT:\n" \
"COMMENT: Giincelleme : $date \r”

removespikes.pl
Bazi versiyonlar arasinda farklilik vardir.



RRDTool — Ornek

Kampiis Dis1 Toplam Kullanim Istatistikleri

Gunlitk kullanumn istatistikler:
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4INILI0 T40L ¢ T00L03Y

L]
2 100m

50 M 4 e o

1600 20000 ZZ2:00 0 0000 0Z:00 0400 0600 0500 10:00 1200 1d:00

H Gelen Trafik W Giden Trafik
Anlik Giden :47.79Mbpz  Ortalama Giden :50.52Mbps Maksimum Giden :65.65Mbps
Anlik Gelen t62.12Mbps  Ortalama Gelen A0 31Mbps Maksimum Gelen :153.85Mbps

Glncelleme @ 2007-01-25 15:55
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4IMILI0 TA0L ¢ T00L0dY
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g ]
bl | )
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3 ¥ I
1500 2000 2200 Qo0 0Zi00 DL [TH 05 100 1o 12000 14 00
O Gelen Trafik B Giden Trafik
Anlik Giden :10.13kpps Ortalama Giden :9.0lkpps Maksimum Giden :13.88kpps
Anlik Gelen t10.20kpps  Ortalama Gelen t8.60kpps  Maksimum Gelen 217 .50k pps
Gincelleme @ Z007-01-25 15:55

Haftalik kullanum istatistikleri:



RRDTool — Ornek

Gunlik kullanum istatistikler::

Glncel leme

d.0 M
3.0H
[

2 z.oHM

1.0 M =

|
0.0 — . =
18:00 20100 22:00 0000 0200 04:00 06100 08100 10:00  12:00  1d:00
O MemTotal O MemFree O Buffers B Cached O SwapCached B oactive B Inactive
O HighTotal OHighFree B LowTotal O LowFree O SwapTotal B SwapFree
Anlik (kB Maksimum CkEB>

MemTotal : 2076308 Z07a800
MemFree o Bd&dd 71709
Buffers ¢ 49150 Ae1z24
Cached ¢ 150051 241571
SwapCached: 530002 616617
Active » 1329520 1483309
Inactive @ 496021 G17062
HighTotal @ 1179436 1179436
HighFree : 5517 5517
LowTotal @ 897372 Go7aT2
LowFree : B9327 69991
SwapTotal @ 3903754 2003784
SwapFree 1 2651995 3102589

2007-01-25 16:00

43IHILI0 TA0L 4 00Lddy




RRDTool — Ornek

Gunlok kullanmim istatistilklert:

3

=
—
-

4IHILI0 Ta0L / T00Ld4Y

1.0 T

dLA .
1B:00  20:00 220 00:00  0Z:00 04100  06:00  08:00  10:00  12:00  14:00 )

0.5

O15 k. CPU, M1 Dk, cPU B 5 Ok, CRU
Anlik 15 Dk. CPUL.26 Maksimum 15 Ok. CPU:l.42
Anlik 5 Dk. CPU:1.29 Maksimum 5 Dk. CPU:1.52

Anlik 1 Ok, CPU:1.29 Maksimum 1 Dk, CPU:l.58
Gincelleme @ Z007-01-28 16:00

Haftalilz kullanum istatistikler::
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fAnlik 5 Ok. CPU:1.23 Maksimum 5 Ok. CPU:3.96
Anlik 1 DOk, CPU:1.21 Maksimum 1 Ok, CPU:3.93
Ghncelleme @ Z007-01-28 16:00
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Sistem Ayarlari

Eger ¢cekirdegi derlerken
yonlendirici olarak secmedi
Iseniz:
# sysctl -w
net.ipv4.ip_forward=1
Her acilista ayni komutu
yazmaktansa “sysctl.conf”
dosyasina ekleme
yapabllirsiniz.
Eger birden fazla Internet
baglantiniz var ise:
# sysctl —w
net.ipv4.conf.all.rp_filter=0

—\\ B

Su ayarlar genelde iyi calisir.

# cat sysctl.conf

net/ipv4/ip_conntrack_max=1310720
net/ipv4/tcp_sack=0
net/ipv4/tcp_timestamps=0
net/core/rmem_max=16777216
net/core/wmem_max=16777216
net/ipv4/tcp_rmem = 4096 87380 16777216
net/ipv4/tcp_wmem = 4096 65536 16777216
net/core/netdev_max_hacklog=300000
net/ipv4/tcp_fin_timeout=15
net/ipv4/netfilter/ip_conntrack _tcp_timeout_fin_wait=15
net/ipv4/conf/default/accept_source_route=0
net/ipv4/conf/default/accept_redirects=0
net/ipv4/conf/all/accept_source_route=0
net/ipv4/conf/all/accept_redirects=0

Onemli olan nokta her sistem
icin farkl ayarlamalar
oldugudur.
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Sistem Ayarlari

Conntrack modulu parametrelerine dikkat.
e Bu parametreler RAM hesabina gore yapilmaktadir.

» hashsize ile performans arttirilabilir.
« modprobe.conf dosyasina
options ip_conntrack hashsize=163840

Conntrack modulunun bir kere yuklenmesi tum
baglantilarin izlenmesine neden olur.

# cat /proc/net/ip_conntrack
Bu modul sistemin yavaslamasina neden olur.
Bazi durumlarda DDoS’a acik hale getirir.
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Sistem Ayarlari

Unutmayin ki her sistemin kendine 6zgu yapisi vardir.
Kurulan sistem en basta sorunlara sahip olacaktir.

Zamanla bu sorunlarin ustesinden geleceginizi
goreceksiniz.

Sistem denemelerinizi canli aga aktarmadan once
kucukten baslamaniz onerilir.

DIKKAT

Kullanicilariniz ve ozellikle yoneticileriniz size
sinirlenecektir.
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Iptables - Ornek

eth0 : igag 10.0.0.1

eth1:disag x.y.z

# Spoofing engelleme ve loglama

iptables -A FORWARD -s 10.0.0.0/255.255.0.0 -i ! ethO -j LOG --log-prefix "Spoofing ..."

iptables -A FORWARD -s 10.0.0.0/255.255.0.0 -i ! ethO -j DROP

iptables -A FORWARD -s ! 10.0.0.0/255.255.0.0 -i ethO -j LOG --log-prefix “Iceriden Spoofing ..."

iptables -A FORWARD -s ! 10.0.0.0/255.255.0.0 -i ethO -j DROP

# Adinda anlasilacagi Uzere gegersiz paketleri dusur.

iptables -A FORWARD -i ethO -m state --state INVALID -j DROP

# Igeriden digariya izin ver. Digaridan igeriye gelenleri durdur.

iptables -A FORWARD -i ethO -m state --state NEW,RELATED,ESTABLISHED -s 10.0.0.0/255.255.0.0 —j ACCEPT
iptables -A FORWARD -0 ethO -m state —state RELATED,ESTABLISHED —d 10.0.0.0/255.255.0.0 -) ACCEPT
iptables -A FORWARD -0 ethO -d 10.0.0.0/255.255.0.0 —j DROP

# ICMP — Dikkat edilecegi gibi tim ICMP gidigine izin verilmistir.

iptables -A FORWARD -0 ethO -p icmp -m icmp --icmp-type 8 -j ACCEPT

iptables -A FORWARD -0 ethO -p icmp -m icmp --icmp-type O -j ACCEPT

iptables -A FORWARD -0 ethO -p icmp -m icmp --icmp-type 11 -] ACCEPT

iptables -A FORWARD -0 ethO -p icmp -m icmp --icmp-type 3/4 -j ACCEPT

iptables -A FORWARD -0 ethO -p icmp -j DROP



Iptables - Ornek

ethO : |g ag 10.0.0.1 [——hashlimit—burst <jum>] number to match in a burst, default 5
v [--hashlimit-htable-size <num>] number of hashtable buckets
eth1:disag x.y.z [--hashlimit-htable-max <num>] number of hashtable entries

[--hashlimit-htable-gcinterval] interval between garbage collection runs
[--hashlimit-htable-expire]  after which time are idle entries expired?

# ipset let kullanim.
ipset -N Karaliste iphash --hashsize 1024 --probes 8 --resize 50

ipset —A Karaliste 192.168.0.1 iptables -A FORWARD -0 eth0 -p icmp -m hashlimit \
ipset -N KaralisteAg nethash --hashsize 1024 --probes 4 --resize —hashlimit 2/min --hashlimit-burst 2 \
50

--hashlimit-mode srcip --hashlimit-name ICMP \
-m icmp --icmp-type 8 -j ACCEPT

iptables -A INPUT -p tcp --dport 80 -m connlimit \
--connlimit-above 3 —j REJECT --reject-with tcp-reset

ipset -A KaralisteAg 127.0.0.0/8

ipset -A KaralisteAg 172.16.0.0/12

ipset -A KaralisteAg 192.168.0.0/16

iptables -A FORWARD -i ethl -m set --set Karaliste src —-j DROP

iptables -A FORWARD -m set --set KaralisteAg src —j DROP " 2 e
P g J Ozellikle son satir DDoS saldirilarinda yararh olabilir.

Tabii hashlimit modiiliide gayet basarili.
Iptables’in “connlimit” ve “hashlimit” fonksiyonu;
connlimit v1.3.7 options:
['] --connlimit-above n match if the number of existing tcp connections is (not) above n
--connlimit-mask n group hosts using mask

hashlimit v1.3.7 options:
--hashlimit <avg> max average match rate
[Packets per second unless followed by
Isec /minute /hour /day postfixes]
--hashlimit-mode <mode> mode is a comma-separated list of
dstip,srcip,dstport,srcport
--hashlimit-name <name> name for /proc/net/ipt_hashlimit/
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TESEKKUR EDERIZ




