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AMAC

Cok sayida ag cihazi ve ag servisi i¢eren yerleske
aglarinin yonetiminin ve serbest yazilimlar ve
veritaban1 uygulamalari ile ne sekilde
yapilabileceginin 6rneklenmesi.
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ODTU YERLESKE YEREL ALAN AGLARI

Bina ici konsantrasyon
noktalarina konulan Omurga
anahtarlama cihazlarina
baglanarak kampus

omurgasina dogrudan erisim

100 metreden uzak noktalar
icin 1 Gbps Ustbaglantili
ethernet anahtarlar araciligi
ile erisim

ALCATEL 8800

i
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— —
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F/0 Nagps [

”~
7 CISCO 3750 SWITCH
1 Gbps \

r=100 Metre
S

SWI

10/100/7000 Mbps




Kampus Digi Baglantilar
fl#: ; Cisco 7500

100 Mbps
1 Gbps Etharnet

Ethemeat
1 Ghps

: 100 Mbps
Ethemet Ethemet

Tiirk Telekom Uzerinden o
34 Mbps

PVC 34 Mbps
ATH Anatean FVC

Tiirk Telekom Uzernden
2 Mhbps
PG

153 Mbps
PVC

75 Ohm Bakir Kablo

Single Mode F/O Kablo

Multi Mode F/O Kablo

UTP Cat 5e Kablo




ODTU YERLESKE DISI ORTALAMA ANLIK TRAFIK

* Gelen trafik yoniinde %18.4 artis
- 2004: 36635Kbps
— 2005: 44942Kbps

* (Giden trafik yoniinde %18.7'lik gerileme
- 2004: 45246Kbps
- 2005: 37022Kbps



ODTU AGI

* [EEE 802.1q 1le 146 adet sanal alan ag1

e Sistem Odasi
— Jenerator desteklt KGK
- 7/24 GOzetim
- Iklimlendirme sistemi

e 32000 Kullanici

* Toplam 14000 mac adresi
- Kablosuz Ag: 1820 aktif mac adresi
— Yurt odalar1 : 3584 aktif mac adresi



AG YONETIMI
VERI TOPLAMA

* SNMP

snmpwalk
* Netflow

flow-tools : flow-capture
* Loglar

syslog
e Betikler

shell, perl, C, php



AG YONETIMI
VERI ISLEME - ANALIZ

* Hazir Programlar
- Mrtg
- Flow-tools
— Flowscan

e Betikler

— Saldir1 tespit ve korunma (intrusion detection and preven-
tion)

— Anormallik tespiti ve raporlanmasi (anomaly detection)

— Shell, Perl, C, PHP



AG YONETIMI
Analiz Sonrasi Islemler

o [stemci Tespit
- Ag, cihaz, port, mac adres1 / kullanic1 kodu
=> sorumlu kis1

* Yaptirnm uygulama
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HMIDDLE EAST TECHMICAL UNIVERSITY Well Known ProtocolsAServices, Bits, +tout—in g
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wWeek 5= Weelk 01 Week O= Weesek 0=
JEZSLSTI 2. 5% out 1.1x% In M 1.YvURT O, 0% Ut 0,1% In
KM 0. out 0.1% In [l 2. ¥URT O, 8% out 1,1% In
GEULRAD 0.6% out 0.8% In gg 3, vURT 0.2 out 0,3 In
KIMYA_LISANS 1.1% Out  O.5% In gm o4 wURT = 4% out 2= In
KITAFLIK 0.0% Out 0.0% In &g 9. yuRT 0. 65 euR  2.EE Ih
Eéigg:”'(“l g' 42;2 gﬂz gi ;: O ARGE_EBIMASI Z.oE% out  Z.8% In
SR HAE O 1% out 0. w 1n W ARAS_FON_SAv 0,0 oyt 0,0 In
MODS IH 0.0 out O, In W EIDE Vol GUE Do LR
=y o oo eut oo In | BIDE—1SE 0.0 Gut 0.0 In
MADEN 0. 7% eut 0.5 In [ BEIDE—133 2. 4% out  2.2% In
MAKINA 0.0 out o, In I BIDE_DHS 0, Ut 0,5% In
MATEMATIK 2.3 Out o, 5% In [ EICE_LAELAR 0, 9% out E.Ex In
MERSIN_DENMIZ_EIL 0.1% out  O.=% In O BEIDE_NETZEC 0,0 Ut 0,3 In
METALURTI 4, B3 Oyt 2.7 In O BIDE_SYWSSEC o, 0 Sut o, In
MIMARL IK 2.0 out  =Z.5x% In [ BOTE 5.5% out  0.9% In
MODERM_DILLER 0.0 out 0.0 In [0 BESERI 5.8 out 1, 48% In
MUHENDISLIK_EBIL Z.01% out 0.9 In O BILSISAYAR_171 0,13 out 0,1% In
MUHENDISLIK_FAK 0.0 out  O.1% Ih [0 BILSISATAR_Z23S 0,0 out 0,1% In
NE TWORK_GROUP 0.0 out  O.0% Ih @ BILGISAYAR_71 1. 4% out  2,2% In
SR 0.0 out 0.1% In g pIvoLoTI 0.3 out  0.9% Ik
SIDE_REKTORLUK 0.0 oMt 006 I gm ocpuRE 0. 1% out 0.3 I
BT U 2. 5F oML Z. 5% I gy PRI vURDU 2.9 out .2 In
SOTUKEMT_Z 0, =% out  0,4% In - ’ )
GODTUKENT_KONUKEY I 1.2% out 1.68% In L] B3I Do 123 EMRE @ 725 U
SELEIEE T O &% out 0. rn H EKONOMI_ISLETME 4. 6% Gut 2,2 In
FAL 0. e out  o.ome in 4 ELEKTRIE_ELEKTR 4. FH aut  5.Z% In
FDE 0. 0% out 0= 1n [ EMDUSTRI 0.1% out 0,3 In
PARLAR_M_¥URDL 2.a% out  z.o 1n O ENFORMATIE S, 4% out  0.3% In
PETROL 0.1% out  0.4ax In O ESKI_SPOR_SALONU 0,0 oyt 0,0% In
REKTORLUK 0.2 out 0,.4x In W ESKI_LOTHMAN 1.1% out  1.4% In
SACE 0, = oyt .o In I F_CEMIRAY 0. = Ut 1. 2% In
SEM O,4% out  0,0% In [ FEM_BIL_ENST 0,0 out  0,0% In
SROC 0, 4% out  0.4% In [0 FEM_EDEBIYAT_FAK 0,0 out 0,1% In
SAGL IK_MER 0.1% out  O,2% In [ FIZIKE 2.8 out 28X In
SERWER_DATABASE 0.13% out  O.0% In [ FIZIK_AKILLI_SIMIF 0.0 Gut 0.0 In
SERWER_GEMERAL 3.8% out  1.0% In @l GIDA 0.0 out  0.1% In
SERWER_INTERMAL 0.0% Out 0.0 In g cIsaM 0. =% out 0. 1% In
SERWER_RESISTRATION 0.0 Out O.0% IN g HARCLAR_FONU_SAY 0. 0% out 0.1% IR
SEFHER DSl O.fce out 0.0 IN gy yaRICI_SUNUCULAR 0,0 Oout 0,0 In
oL s 0T UL D XN m wauacILic 0% Gut 0.4x m
TURK_DIL I 0.0 out oo In W HAYUZ O, @3 CUE 0.0 IR
DR _ATE T O o out oo 1n @ HAZIRLIK 0.1% out  0,2% In
ULUSLARARASI_IS_IDAREST 2,0 out 0.9 [n M HIZIROGLU o 185 CUE B QES UR
WIRELESS oO. 0% eut 0.0 In B IIEF_LABCRATUARLAR 0,0 out 0,3 In
WIRELESS. W3 0. = out  1.e% 1n H IIEF_SUHUCULAR 0.4% Gut  0.0% In
vAPI_ISLERI 0.0 out o.2% In O ISDN_FRI 0.1% out 0.6% In
YAZILIM GELISTRM 0.1% out  0O.1% In [ I_DEMIRAY 2.3 out 12, 7% In _
TUNA o, out o, In O INSAAT 2. FH out 2,9% In
YUMA_AECEE 0.0 Out O, 0 In ISA_FAIKA_LAE 0,13 out 0,3 In
Tther networks 1. 4% Out T.1x In [0 ISTATISTIEK 0. 1% St 0.z In _
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Top 50 by hytes in
for five munute flow sample ending Thu Feb 3 11:40:00 2005

rank

m Address

bits/sec n

bits/sec out

pktsisec in

pktsisec out

flows/sec I

flows/sec onut

#1

al0202 che.mety edutr
144,122 162,98

4.4 M (9.0%)

354.9 k (0.4%)

374.7 (3.3%4)

2937 (2.2%)

113.3 1 (0.0%)

130.0 tn (0.0%)

#a

pold afs metu edutr
144.122.215.14

2.6 M (5.3%)

16.7 1 (0.0%)

D817 (2.504)

43.2 (0.3%4)

706.7 m (0.1%)

8933 m (0.1%)

#3

likya general services metn edu tr
144.122.144. 146

2.2 M (4.6%)

0.0 (0.0%)

187.8 (1.6%)

0.0 (0.0%)

3.3 m (0.0%)

0.0 (0.0%)

144 12271, 169

2.2 M (4.5%)

32,8k (0.0%)

196.9 (1.7%)

100.9 (0.7%)

43.3 m (0.0%)

56.7 1 (0.0%)

#5

eftelya. co.metu edutr
144 122 202 218

1.4 B (2.9%)

253 k (0.0%)

135.1 (1.204)

70.8 (0.5%4)

633 m (0.0%)

20.0 m (0.0%)

#E

144 122.180.72

1.4 B (2.9%)

2.3 M (2.7%)

181.2 (1.6%4)

D483 (1.8%4)

783.3 m (0.1%)

£03.3 m (0.1%)

#7

knidos general services metu. edu tr
144,122,144 148

1.4 M (2.8%5)

79.4 1 (0.1%9)

354.9 (3.1%4)

157.2 (1.2%4)

10.7 (1.2%)

10.2 (1.2%)

#a

aperd nic tr

144, 122.85.773

1.0 M (2.1%)

951k (0.1%)

112.5 (1.0%)

72.6 (0.5%)

60.0 m (0.0%)

76.7 tn (0.0%)

#9

biosc-176. bio metu. edutr
144,122 28.176

974 6 k (2.0%)

511k (0.1%)

142.2 (1.2%4)

997 (0.7%)

1.6 (0.29)

1.6 (0.2%)

#10

144.122.58.237

950.1 k (1.9%)

13.7 I (0.0%)

7.5 (0.8%)

42.3 (0.3%4)

816.7 m (0.1%)

46.7 tn (0.0%)

#11

odtuty. cett.metu.edu.tr
144,122 56,15

863.2 k (1.8%)

14.7 M (17.1%)

982.0 (8.6%4)

1.6 k (12.1%)

1.6 (0.29)

1.6 (0.2%)

#12

prgez eee metn edu tr
144.122.166.252

8471 k (1.7%)

221k (0.0%)

74.9 (0.7%)

50.4 (0.4%)

26.7 m (0.0%)

56.7 m (0.0%)

#13

114 ir metu edu tr
144.122.13.114

844.3 k (1.7%)

17.4 I (0.0%)

72.0 (0.6%)

50.2 (0.4%)

213.3 m (0.0%)

213.3 m (0.0%)

#14

vusuf ceng metu.edu.tr
144 122.71.56

830.4 k (1.7%)

37.4 k (0.0%)

71.4 (0.6%)

85.8 (0.6%)

123.3 1 (0.0%)

126.7 1 (0.0%)

#15

peY pool metn edu tr
144 1225578

810.2 k (1.7%)

57.0 k (0.1%)

95.4 (0.8%)

56.9 (0.4%)

23.3 m (0.0%)

56.7 m (0.0%)

#16

kutup-7 wareless-wg metu. edu.tr
144 122.5.37

793.2k (1.6%)

1.3 3 (1.5%)

175.7 (1.5%%)

167.7 (1.2%4)

350.0 m (0.0%)

396.7 m (0.0%)

#17

1616 odiulent metu edu tr
44 197 A7 1717

790.4 k (1.6%)

4.4k (0.0%)

66.5 (0.6%)

10,1 (0.1%)

90.0 m (0.0%)

116.7 tn (0.0%)
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METU-CC Flow Statistics (144.122.0.0/16)
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ke
18:00 aa; oo Qg oo 12: 00 18 00 aa; ao ag: 00
Router: all
B 10001-15000 src + [ 10001-15000 dst 9,895 QUL 9,3% In
W 1024-1025 src + W 1023-1025 dst hank Out  nank In
O 11163 sk + O 111839 dst hahx Out  nank In
W 11230 sk + M 112320 dst hank Out  nan¥ In
O 11351 sk + O 11351 dst nank QUL hank In
B 12593 sk + [ 1293 dst nank Out  nank In
O 15004 -20000 sk + [ 45004 -20000 dst Foog oout B, 8 In
@ 1883 sk + [0 1883 dst hahik OUt  nan¥ In
0 20001 -30000 s+ [0 20004 -20000 dst 20, 8% out 12, 0% In
| =7 src + M7 dst 0.0 Out 0,0 In
W 2337 sk + @ 23937 dst hahk OUt  nan¥ In
B z0004-40000 shc + [0 20004 40000 dst FoEE QUL 2, 4% In
O =025 sk + [0 2025 dst nank Out nan¥ In
[ z27ee-3227E9 sirc + [ 227E8-32769 dst hansx Ot nan® In



(%] @ Ii—' http: A dmilet oo metu, edu tr/ ™~ conet/mac.didemirap /wonetim,

ISA DEMIRAY YURDU YONETIM ARABIRINMI

SATIMA

. I— idetmiray fdemdray ebi patlar huzwoSlu osmanyamcl kiskomaket yurtl yunt2 yurtd yustd vur rakeoy
Kaylt Ara ﬂl odtukent odtukentkonukewi eskilojmanlar

"&" isareting gortirseniz dzering klovarak wyar notunu obuyabifirsinz. 1 Tim 1slem beldeven kantlar 1

| Ana Sayfa | Weritabam Tedekle | Cisco Bouter Format
_

Tsa | Lsim ve Soyisim | IPAdresi | MAC Adresi Telefon|  e-mekmp
D wav —— I [ [ T T
S Mizamettin Yidiz | 144.122.112.10 | 00:80:ad76:60.d1 4730 || nyldiz@metn.edu i

Sorumlu
Bilgilern
(Yurt
Miidiirii)

DEGISECEK|Tp MAC ADRESI [ISIM [SOYISIM [E-MEKTUP [0DA NO [SLEM |
KA¥ITLAR

EKLENECEK |E MAC ADRESI ISIM |SOVISIM [E-MEKTUP | ODA NO [ISLEM |
KAYITLAR

S]_I'I-N_ECFK|5|I\:L%C ADRESI ISIM |SOYISIM E-MEKTUP | ODA NO ISLEM |
KAYITLAR

KAPALT rp NIAC ADRESI ISIM [SOYISIM E-MEKTUP (ODA NO |I'[SLEM‘
KAYITLAR

Oyt | iy | MAC ADREST | ISTM | SOYISIM | E-MEKTUP |ODANO | ISLEM
KAYITLAR .
\144.1::2.112.11 IOO:ﬁU:Bd:e]:DB:Sa \Abduuah |Kogak | obdullahicocakB5@yahoo.com | 229 | _KAYDIKAPA |

(14412211212 |00:023£94:29:cf | Erdogan Tolga | Insuyu tolgainsuyu@yahoo.com | 241 | _KAYDIKAPA |

(14412211213 | 00:6d10:00:8231 | Halil Tbrahim KTy ' £129185@metu edu tr | 139 | _KAYDIKAPA |

14412211214 | 00:1024bE3465 | Cagn | Onal | eecagri@yahoo.com |21 | KAYDIKAPA |

[144122.112.15 | 0060703568 | Ramazan ROMURCT ' £130122@metu edu tr |26 |_KAYDIKAPA |
| 5 I i 1
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ODTU ARP BILGILERI SAYFASI

GONDER | _sil |

IEIIDEE—202 vI|EIE;Iem Seciniz § I lslem Yap Sil

Islem Seciniz

IF adreslerini listele

MAC adreslerini listele
IP-hAC eslemelerini listele

Cift IF adreslerini listele
Cift MAC adreslerini listele

<::' e '-:,\ i [@ ":?._\ I,_, http:#fmilet. co.metu.edu i/ ~cenet/arpAlistels. php

ODTU ARP BILGILERI SAYFASI

j@&:“@, I_ﬁlx

T T O O O O O O = |
| GONDER | _sil |

ITum Balumler v||Ilslem Seciniz v” Islem v'ap I il I

BIDB-202 Sanal Yerel Alan Agi,

Tum IP-MAC eslemeleri listesi

P MAC Bolum Tlk Tarih Son Tarih

144.122.21.136 00:00:21:50:d7ba [BIDB-202 (Vlan Mo: 10)[2004-12-01 12:00:00 [2004-12-01 12:00:00

144.122.202.1  [00:00:00:00:00:00 [BIDB-202 (Vian No: 10) [2004-12-02 13:30:00 [2005-01-27 11:00:00

144 122.202.2  [00:00:00:00:00:00 BIDB-202 (V1@ » &5 - & £ &3 |u hitp: £/milet, oo metu.edu tr/~ conet fswilistlistele. php

144122.2023  [00:0d:29:54:7a:c1 [BIDB-202 (V1 ODTU VLAN BILGILERI SAYFASI
144.122.2024  [00:04:a¢:16:04:d1 [BIDB-202 (V1
144.122.2024  [00:60:97 be:bb: 19 [BIDB-202 (V1
1441222025 |00-00:00.00:00-00 BIDB-202 (V1 I S wich Secini I 7oA et ol Swichten verere, =]

WEYA Islgm Secini_z ) .
144.122.202.5  |00:04:ac:16:04:41 EIDE-202 (V] Vian 240 METUCAM L” . ..r;_'.. iIi:z:tele

144.122.202.6  |00:00:00:00:00:00 [BIDB-202 (VI
144.122.202.7  |00:00:00:00:00:00 [BIDB-202 (V1
144.122.202.8  |00:00:00:00:00:00 BIDE-202 (V1 240 Nolu VL AN'in tanimli oldugu Ethernet Anahtarlar Listesi:
144.122.202.9  |00:00:00:00:00:00 EIDB-202 (V1 [VLAN Tanimli Switch IP

144.122.202.10 |00:00:00:00:00:00 [BIDB-202 (V1 [240 / METUCAM |144.122.2.3

144,122.202.10 |00:90:96:22:dff [BIDB-202 (1 [240 / METUCANM [144.122.27

144122202 11 ||D002:3E54 3 ba B ILD 200 (v | e

144 122202 11 |00-08:0435:507 [BIDB.202 (vi [Eoed e Dcald [IREHEs 293

AN AR AT TTTA A AR (144 47 ™ = mey




<::| iy E.'> 5 é,f' | “;E I,_, http:/fmilet. co.metu. edu. i/~ conet/closed? j @ Go ||Q_1, - 8 X

giiMenlik sayfdsi

remote addr: 144.122.2.231 Duym
Welcome Suna Yilmaz
: Ardgle
YEMNI KAYIT EKLE KAYIT STL KAYIT DETAYLARI ARSIVDE ARAMA AMNA SAYFA Linklc
B elge
Anti-vi
ODTU AG ERISIMI KISITLANAN IP'LER LISTESI = :
giincC:
IP Adresi MAC Adresi KISITLAMMA SEBEBI KA_F:F:—II:;;“A GENEL BILGI NOTU
[ 2 W32/ Korgo,
144.122.20.13 |00.0e.a6.62.56.5¢ ﬂ;“;/s\’ggg’t’mrgo’ W32fSasser, 10.01.2005/15:53 ||w32/Sasser,
|w32/sdbot
144 122 20,53 00.00.b <::| v B v E@ | ‘:_’_1\ I._, hittp:  #milet. co. metu. edu. tr/~coret/cloged/kapitli/veni-kayit-ekle. php j @ Go IQ, | = L
giiMenlik sayfdsi
144.122.20.56 05.00.4
; [ Duyurular
144.122.20.56 00.0c.74
: - YEMNI KAYIT EKLE KAYIT SIL. KAYIT DETAYLARI _ARSIVDE ARAMA _ANA SAYFA Araclar
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AG GUVENLIGI BILESENLERI

e Saldir1 Tespit Sistem1
- IDS

- Blackhole
- Honeypot

e Gluivenlik Duvan
e Web Onbellekleme
* Ag Yetkilendirme



AG Giivenligi Yonetimi
TOPOLOJi

* Yiuksek disk kapasiteli, yuksek 1slemci giicui olan PC
LMS, NMS

Yonetim
Networku

Q % Edge Switch

Edge Switch

Edge Switch




AG GUVENLIGI BILESENLERI
Saldiri Tespit Sistemleri

N IDN

— Bridge modunda Snort/Snort-inline
— Port mirroring -> Snort

* Blackhole
* Honeypot



AG GUVENLIGI BILESENLERI
Guvenlik Duvari Uygulamalari

* Sinir Yonlendirici Cihaz olarak PC Sunucu
- ATM arayuzu
- Gigabit/Fast ethernet arayuzleri
- WAN i1¢cin BGP
~- I¢ ag icin OSPF
— Statefull Firewall
* Port/IP tabanl: filtreler (ACL)



AG GUVENLIGI BILESENLERI
Web Onbellekleme

* Transparent Proxy
— Laboratuarlar
— Yurt Odalan
— Bazi birimler
— Bazi sayfalar (virus/windows update)
e [stege Bagli Proxy
— Hizh erisim
- Bant Genislig1 Tasarrufu
* Yerleske Dis1 Kullanicilar 1¢in Proxy

— Universite kaynaklarina ulasim



AG GUVENLIGI BILESENLERI
Ag Yetkilendirme

 Kablosuz Aglar
e Yurt Odalari
e Genel Kullanim Alanlanr



AG GUVENLIGI - ORNEKLER

Yerleske Dist Tehdit Ornekleri
1. Istemciye atak
Statefull Firewall

2. Sunucuya atak
Statefull Firewall (DoS ataklari 1¢in state sayisi)
Saldir1 Tespit Sistemi (1imzaya gore tespit)

3. Genel taramalar (virus, worm, acik arama vs.)
2. ornek + blackhole

4. Tespit edilen aciktan faydalanarak sunucuya

yapilan ataklar

Saldir1 Tespit Sistem1 (1mzaya gore tespit)




AG GUVENLIGI - ORNEKLER

Yerleske Ici Tehdit Ornekleri

1. Virtiis/Worm taramalari
Tespit:
Firewall loglar1: port tabanli ACL, syslog
IDS loglar1: snort / Clam-av
E-posta sunucu: Clam-av
Blackhole verileri
Flow verileri

Erisim engelleme
Bilgilendirme




AG GUVENLIGI - ORNEKLER

Yerleske Ici Tehdit Ornekleri

2. Peer to Peer )
Tespit:
IDS loglari: snort / Bleeding-edge kurallari

Flow verileri: flowscan, flow-tools
Statefull Firewall: Baglant1 sayilari

Erisim engelleme
Bilgilendirme/Y aptirim




Tesekkurler..

ODTU BIDB, Network Grubu
ccnet(@metu.edu
0312 21033 29 - 36
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